1 Debug Interrupts

1.1. Debugger using single step interrupt

The use of the trap flag has been deferred till now. The three flags not used for mathematical operations are the direction flag, the interrupt flag and the trap flag. The direction and interrupt flags have been previously discussed.

If the interrupt flag is set, the after every instruction a type 1 interrupt will be automatically generated. When the IVT and reserved interrupts were discussed this was named as the single step interrupt. This is like the divide by zero interrupt which was never explicitly invoked but it came itself. The single step interrupt behaves in the same manner. 

The debugger is made using this interrupt. It allows one instruction to be executed and then return control to us. It has its display code and its code to wait for the key in the INT 1 handler. Therefore after every instruction the values of all registers are shown and the debugger waits for a key. Another interrupt used by the debugger is the break point interrupt INT 3. Apart from single stepping debugger has the breakpoint feature. INt 3 is used for this feature. INT 3 has a single byte opcode so it can replace any instruction. To put a breakpoint the instruction is replaced with INT 3 opcode and restored in the INT 3 handler. The INT 3 opcode is agained placed by a single step interrupt that is set up for this purpose after the replaced instruction has been executed.

There is no instruction to set or clear the trap flag like there are instructions for the interrupt and direction flags. We use twop special instructions PUSHF and POPF to push and pop the flag from the stack. We use PUSHF to place flags on the stack, change TF in this image on the stack and then reload into the flags register with POPF. The single step interrupt will come after the first instruction after POPF. The interrupt mechanism automatically clears IF and TF otherwise there would an infinite recursion of the single step interrupt. The TF is set in the flags on the stack so another interrupt will comes after one more instruction is executed after the return of the interrupt.

The following example is a very elementary debugger using the trap flag and the single step interrupt.  
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	; single stepping using the trap flag and single step interrupt
[org 0x0100]

              jmp start

flag:         db   0                  ; flag whether a key pressed
oldisr:       dd   0                  ; space for saving old ISR
names:        db   'FL =CS =IP =BP =AX =BX =CX =DX =SI =DI =DS =ES ='

;;;;; COPY LINES 008-025 FROM EXAMPLE 6.2 (clrscr) ;;;;;
; subroutine to print a number on screen

; takes the row no, column no, and number to be printed as parameters
printnum:     push bp

              mov  bp, sp

              push es

              push ax

              push bx

              push cx

              push dx

              push di

              mov  di, 80             ; load di with columns per row
              mov  ax, [bp+8]         ; load ax with row number
              mul  di                 ; multiply with columns per row
              mov  di, ax             ; save result in di
              add  di, [bp+6]         ; add column number
              shl  di, 1              ; turn into byte count
              add  di, 8              ; to end of number location
              mov  ax, 0xb800

              mov  es, ax             ; point es to video base
              mov  ax, [bp+4]         ; load number in ax

              mov  bx, 16             ; use base 16 for division

              mov  cx, 0              ; initialize count of digits
nextdigit:    mov  dx, 0              ; zero upper half of dividend

              div  bx                 ; divide by 10

              add  dl, 0x30           ; convert digit into ascii value

              cmp  dl, 0x39           ; is the digit an alphabet
              jbe  skipalpha          ; no, skip addition
              add  dl, 7              ; yes, make in alphabet code
skipalpha:    mov  dh, 0x07           ; attach normal attribute
              mov [es:di], dx         ; print char on screen

              sub  di, 2              ; to previous screen location

              loop nextdigit          ; if no divide it again
              pop  di

              pop  dx

              pop  cx

              pop  bx

              pop  ax

              pop  es

              pop  bp

              ret  6

; subroutine to print a string 

; takes row no, column no, address of string, and its length 

; as parameters
printstr:     push bp

              mov bp, sp

              push es

              push ax

              push bx

              push cx

              push dx

              push si

              push di

              mov  ax, 0xb800

              mov  es, ax             ; point es to video base

              mov  di, 80             ; load di with columns per row
              mov  ax, [bp+8]         ; load ax with row number
              mul  di                 ; multiply with columns per row
              mov  di, ax             ; save result in di
              add  di, [bp+6]         ; add column number
              shl  di, 1              ; turn into byte count
              mov  si, [bp+6]         ; string to be printed

              mov  cx, [bp+4]         ; length of string

              mov  ah, 0x07           ; normal attribute is fixed

nextchar:     mov  al, [si]           ; load next char of string

              mov  [es:di], ax        ; show next char on screen

              add  di, 2              ; move to next screen location

              add  si, 1              ; move to next char

              loop nextchar           ; repeat the operation cx times
              pop  di

              pop  si

              pop  dx

              pop  cx

              pop  bx

              pop  ax

              pop  es

              pop  bp

              ret  8

; keyboard interrupt service routine
kbisr:        push ax
              in   al, 0x60           ; read a char from keyboard port
              test al, 0x80           ; is it a press code
              jnz  skipflag           ; no, leave the interrupt 

              add  byte [cs:flag], al ; yes, set flag to proceed
skipflag:     mov  al, 0x20    
              out  0x20, al           
              pop  ax

              iret

; single step interrupt service routine
trapisr:      push bp

              mov bp, sp              ; to read cs, ip and flags
              push ax

              push bx

              push cx

              push dx

              push si

              push di

              push ds

              push es

              sti                     ; waiting for keyboard interrupt
              push cs

              pop  ds                 ; initialize ds to data segment
              mov  byte [flag], 0     ; set flag to wait for key
              call clrscr             ; clear the screen
              mov  si, 6              ; first register is at bp+6
              mov  cx, 12             ; total 12 registers to print
              mov  ax, 0              ; start from row 0
              mov  bx, 5              ; print at column 5

l3:           push ax                 ; row number
              push bx                 ; column number 
              mov  dx, [bp+si]

              push dx                 ; number to be printed
              call printnum           ; print the number
              sub  si, 2              ; point to next register 
              inc  ax                 ; next row number 
              loop l3                 ; repeat for the 12 registers
              mov  ax, 0              ; start from row 0
              mov  bx, 0              ; start from column 0
              mov  cx, 12             ; total 12 register names
              mov  si, 4              ; each name length is 4 chars
              mov  dx, names          ; offset of first name in dx
l1:           push ax                 ; row number 
              push bx                 ; column number 
              push dx                 ; offset of string
              push si                 ; length of string
              call printstr           ; print the string
              add  dx, 4              ; point to start of next string 
              inc  ax                 ; new row number
              loop l1                 ; repeat for 12 register names
keywait:      cmp  byte [flag], 0     ; has a key been pressed
              je   keywait            ; no, check again

              pop  es

              pop  ds

              pop  di

              pop  si

              pop  dx

              pop  cx

              pop  bx

              pop  ax

              pop  bp

              iret

start:        xor  ax, ax

              mov  es, ax             ; point es to IVT base
              mov ax, [es:9*4]

              mov [oldisr], ax        ; save offset of old routine
              mov ax, [es:9*4+2]

              mov [oldisr+2], ax      ; save segment of old routine
              mov word [es:1*4], trapisr ; store offset at n*4
              mov [es:1*4+2], cs      ; store segment at n*4+2
              cli                     ; disable interrupts
              mov  word [es:9*4], kbisr ; store offset at n*4

              mov  [es:9*4+2], cs     ; store segment at n*4+2
              sti                     ; enable interrupts

              pushf                   ; save flags on stack
              pop  ax                 ; copy flags in ax
              or   ax, 0x100          ; set bit corresponding to TF
              push ax                 ; save ax on stack
              popf                    ; reload into flags register
; the trap flag bit is on now, INT 1 will come after next instruction

; sample code to check the working of our elementary debugger
              mov  ax, 0

              mov  bx, 0x10

              mov  cx, 0x20

              mov  dx, 0x40

l2:           inc  ax

              add  bx, 2

              dec  cx

              sub  dx, 2

              jmp  l2


